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JULIE PEMBERTON INTRODUCTION

Thank you so much for giving me the opportunity to speak
with you today.

My name is Julie Pemberton and I am RIMS 2016 President. I've
been a member of the Society for more than 16 years and have
worked in the risk management and insurance industry for

more than 25.

In my current role with Outerwall, I lead the enterprise risk
and insurance practice globally. Outerwall is a public company
listed on the New York Stock Exchange under the ticker symbol
“OUTR.” We are a leading provider of automated retail
solutions in the United States, Canada, Ireland and the United
Kingdom. The company was founded as Coinstar Inc. with
its most mature line of business bearing the same name. The
company has grown to annual revenue of more than $2 billion
US dollars.

In my immediate prior role, I led the same functions
for Chiquita Brands, Inc. At that time, Chiquita had
approximately 25,000 employees with product in more than 60
countries and a business footprint in the United States, United
Kingdom, Africa, Latin America, Switzerland, and Bermuda.
Prior to my employment with Chiquita, I worked for a global
broker (AON Risk Services, Inc.) and in that role I served a
vast array of industries with various client needs related to risk

management.

I've experienced a broad view of risk management and I can
say without doubt, our world as risk professionals continues to

evolve — and our responsibilities continue to grow.
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In addition to mitigating the impact of risk, we are initiating
creative ideas and developing solutions to not only prevent
unwanted risks but to embrace and enable risk taking that

optimizes business growth.

Every invention. Every startup. Every process, guideline,

protocol and standard starts with an idea.

This year, RIMS will stay true to its newly revised mission
statement....to educate, engage and advocate for the global risk

management community.

As RIMS 62nd President, I look forward to:
® Meeting with and learning from our bright and
enthusiastic membership;
® helping RIMS focus on the future of our profession;
® Unlocking and advancing your risk management creativity;
and
® helping you convert your ideas into valuable resources for

your organization.

OUTERWALL

Let me tell you a bit more about my role with Outerwall.

My job requires me to partner with senior leadership, strategic
planning, compliance, information security, internal audit,
legal, and operations to execute upon global enterprise risk
management processes. My team also designs and places
insurance programs for the organization and manages related

claims that occur.

Throughout my career, I have customized many areas of
insurance including:

o directors & officers

o fiduciary

® employment practices

® crime

® special risks

® property

® cargo

© marine

© aviation

® medical malpractice,

® AND, cyber risk.

TOPIC INTRODUCTION

It’s this last area of risk management and insurance - Cyber
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Risk - that has become THE top concern for risk professionals

around the world. And, there is good reason why.

Last year Allianz Global Corporate & Specialty produced a
report titled, “A Guide to Cyber Risk.”
The company estimated the annual cost of cybercrime for the

world’s top leading economies.

The numbers are staggering. Here in Japan alone, the cost was
estimated at $908 million (US dollars). In China, $60 billion
and in my home country, the United States, $108 billion. All of
the countries on this chart are certainly experiencing the full-

force of this risk.

Cyber breaches like the ones at the Japanese Pension Service,
Yahoo Japan Corporation, the Tokyo-based Mt. Gox — which
was once the world’s largest Bitcoin exchange - and Sony

Pictures contributed to this number.

From my research, it seems that Japan is making great strides in
its cybersecurity initiatives. The country’s work surrounding
the 2020 Olympics is a great example. Inviting ethical hackers
to come in and test the strength of their data systems is an

effective strategy.

Japan has always been the world’s leader in technology.
Business leaders here are now realizing that in order to remain
the best in this sector, it’s critical that they devote their

resources to becoming the world’s leader in cybersecurity.

A report by Identity Finder and Ponemon Institute titled “2014:
Year of Mega Breaches” looked at Target, a retail giant in the
United States, and their catastrophic breach’s impact on the

way companies now address cyber risk.

In the wake of their data breach and a host of other high-profile
breaches at eBay, JP Morgan, Chase and Home Depot that
happened around the same time, companies have grown more

concerned about cybersecurity than ever before.

In that Identity Finder survey of IT professionals, 61 percent of
companies increased their cybersecurity budget by an average
of 34 percent.

Sixty-seven percent made sure IT had the budget necessary to

defend it from breaches.

Other findings included changes made to operations and other

impacts the breach had on the company.

1
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Companies ARE adapting but the question is, “Are we making
changes and implementing these preventative measures fast

enough?”

Last year, the Society published RIMS Cyber Survey 2015.
The survey features input from 284 of RIMS’ Professional
Members in the United States. Majority of respondents
represent organizations with excess of $1 Billion US in revenue,

representing a wide-range of industries.

When we asked this group “How much will your company
spend to protect cybersecurity exposures in 2015?” 25 percent

planned to spend over $1 million dollars.

On the chart you can see where they planned to spend that
money. Active monitoring and analysis of information security

AND scanning tools topped the list.

One would think that with all this attention and awareness
about the damage of a cyber breach, companies, in general,

would be better prepared to prevent them from occurring.

But, then you see a statistic like this. “Thycotic Black Hat 2015
Hacker Survey” says:

Eighty-seven percent of hackers indicated that it is just as
easy, IF NOT EASIER, to compromise privileged account
credentials as it was two years ago, despite increased corporate

cybersecurity spending.

Today, every organization knows that many of its biggest risks

come from the digital world.

There has been an evolution in the way we think about cyber
risk. We used to say “it’s not a question of IF you will experience
a breach, but WHEN.” We have evolved our thinking. The
question now is not when it will happen, but when will we
discover it has happened. Organizations recognize that the

potential to experience a breach is too great not to plan.

I talked briefly before about how risk professionals’ roles are
expanding...cyber risk is a great example.

Organizations and their risk professionals must be proactive
about all risks but as the statistics that I pointed out suggest,
especially cyber.

Having a cyber risk strategy is a necessity. You may be
fortunate enough to have an information security team who
monitors your data and plan for events. In this structure, that

team would be the owners of data risk. Not all companies have
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this structure and sometimes the risk professional will be
responsible to lead the effort of identifying and managing the

risk.

Whatever your organizational structure, as risk professionals,
we need to understand the data assets and top cyber priorities
in our companies and must be able to explain both assets and

priorities to senior leadership and to insurance underwriters.

Without this knowledge, we won’t be able to purchase the right
coverages to protect the organization or initiate conversations

with operations about preventative measures.

Whether you are a retail business who routinely processes
customers’ credit card information or not, your business
will process and possess sensitive data including intellectual
property and employees’ information - all of which must be

protected.

Protecting data is a daunting task mainly because how reliant
we all have become on technology. According to a 2012
Financial Times article, at that time companies were generating
2.5 exabytes, or 1 billion gigabytes of data a day. That was more

than three years ago — imagine what that number is today.

DEFINING DATA BREACH

Organizations know that they need to plan for a cyber breach.
Figuring out where to start might be an issue.

One of the fundamental steps in developing a cyber risk
strategy would be to ensure that everyone understands exactly

what a data breach is.

RIMS Executive Report “ERM Best Practices in the Cyber
World” defines data breach as an incident (or series of
incidents) in which sensitive, protected or confidential
information has potentially been viewed, stolen or used by an

individual or entity unauthorized to do so.

For example, throughout this presentation I will use the phrase
cyber breach as opposed to cyberattack. A breach is more
encompassing. During the initial meeting to set the cyber
strategy it’s important that we remind our organizations that

not all cyber incidents are the result of an attack.

>«

The Ponemon Institute’s “2015 Cost of Data Breach Study:

Global Analysis” took a look at the root causes of data breaches.
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And, for the 11 countries represented in the research only 47
percent of the breaches resulted from attacks. That 47 percent
fell into a category of cyber breaches that were either malicious

or criminal.

The remaining were almost split equally into two internal
factors. The first was human error. The second was system

glitches.

Other terminology - for example what is “a compromised
record” or what constitutes a “system glitch” - should also be

reviewed and agreed upon before moving forward.

DATA ASSESSMENT

Once the organization agrees that a cyber risk strategy is
needed - and has agreed upon a common understanding of
vocabulary and terminology - the next step is to begin the data

assessment process.

A comprehensive assessment and plan should take an
enterprise-wide view of the organization and its data. Special
attention should be devoted to bridging the silos between

internal operations, systems and people.

To achieve this, some organizations have formed a Cyber Risk
Team as a means of getting input and support from leadership

and business operations leaders.

When forming a Cyber Risk Team, you should ensure the team
includes technology leaders and legal advisors. But, managers
from key business operations, your communications group
and human resources would also be important members of
this team. If these areas of expertise are not represented in the
skillsets of your internal team members, it may be necessary to

engage outside resources.

The members of your Cyber Risk Team will play an important
role in setting and executing the breach response plan. But, in
the preliminary phase of data assessment, they’ll be called on

to provide their unique perspectives on the organization’s data.

This group will allow risk professionals to gain a better
understanding of how their individual departments use data

and, also, help prioritize the sensitivity of data.

Whether it’s prior to a breach or in reaction to one, because
leaders from various functional areas are included on this
team, new strategies or protocols to prevent or remediate a

breach can be easily communicated across the organization.
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The make-up of the team will also require the risk professional
to align with leadership, ensuring resources are committed for

this process.

Ultimately, it is senior leadership who will approve the

strategies and remediation initiatives set forth by the team.

DEFINING DATA

Defining the data would be the next step. The goal of this is
to better understand what the data is; where it is kept, who has

access to it and where it is going.

Data exists in three basic forms:
® Paper;
o Electronic; and

© Human Memory

Data also has a lifecycle. Knowing where it is in that lifecycle is
important:

o Is the data received from someone or is it created by us;

o Is it currently being used, maintained or stored;

® When we’re finished with it, will it be archived or

destroyed.

Where data is in its lifecycle will have an impact on how the
organization treats it. Like hazardous material, sensitive data
may be essential to your business but it can be toxic. It must be
handled with care and properly disposed of when it’s no longer

needed.

After initially defining and classifying the data, it can be very
useful to simply draw the flow of the data as it enters, resides

and moves through the organization.

This is an example of a data flow chart. And, while it’s not all-
inclusive, it does provide you with some of the questions your
organization should be asking itself about sensitive data. For
example:

© What do we consider sensitive data?

® Who provides sensitive data?

® Where is it stored?

® And, who has access to it?

There are four simple rules that organizations should follow

15
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when it comes to managing data:
1. If the organization does not need it, do not collect it.
2. If data must be collected, collect only what is needed.
3. If data is needed, control it and encrypt it.
4. When data is no longer needed, get rid of it - SECURELY.

A data risk assessment is designed to accomplish several

objectives:

For starters, it will expose vulnerabilities in the organization.
“Vulnerability” could be another one those terms that is

defined during the onset this process.

Second, a data assessment identifies threats to the organization.

That would include both internal and external factors.

The third reason is to record control gaps within the
organization. In the US, some industries are required by law to

report pieces of their cyber strategy.

A data risk assessment can also have a negative effect in certain
situations. Reports stemming from a data risk assessment
may provide a roadmap for an adversary, an advantage for
a competitor or be produced as evidence of negligence. It’s
important for organizations to seek to protect such reports
from unwanted discovery. Retaining outside counsel at the

start of a data risk assessment can certainly help.

DATA BREACH RESPONSE

Now you have assembled a cyber risk team, identified and
classified your data. You've mapped out how sensitive data is

managed and how it moves throughout the enterprise.

The next step requires the risk professional to be strategic and
to proactively develop a data breach response plan so that when
the organization experiences a breach, we know exactly what

our next move is.

The data breach plan is a guideline and resource that can
adjust depending on the facts and circumstances surrounding
a specific event. But it should be a repeatable plan that can be
applied to most incidents regardless of its specific characteristics.

Flexibility will be an important attribute of a plan.

Despite the possible variances, organizations who fail to plan
in advance often find themselves scrambling to identify the
best response or the right resources to mitigate or recover from
the event. Also, the funds for last minute, unplanned expenses

might not be available. The first time management starts
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thinking about a response should not be in the midst of a crisis.

A typical breach planning and response flow takes the
following steps:

® Pre-Planning for Breach

o Execution of Plan

o Cyber Team Briefing

e Investigation and Damage Assessment

®Remediation and Resolution

© Computer Forensic Assistance

®Media Relations

©Mandatory Breach Notification

® Monitor Activities and Environment

Once the breach is recognized, management must address the
issue with a sense of urgency. While it may seem obvious, it is
important to understand and articulate breach response action

priorities.

When a breach occurs, that Cyber Risk Team that you formed
earlier must:

o Identify the resources needed for addressing and resolving
the event and gain approval to launch a response effort as
soon as possible.

oIt must gather information quickly and determine what the
organization knows and what it needs to find out.

oIt has to identify and stop the immediate source of the data
leak/loss.

oIt must attempt to recover the information.

© Contain the damage, if any.

®Do what is required by law, regulation or contract.

® Assist those individuals or entities impacted by the
situation.

® And, remediate the environment and exposures that caused

or contributed to the data loss.

The organization needs to realize that a breach response may
be a very resource intensive initiative and must be realistic
about its limitations and, in some cases, concede to the fact that

it may require assistance from outside sources.

CYBER INSURANCE

External resources needed at the time of a breach are provided
by cyber insurers.

Cyber insurance is a backstop that is secured prior to a breach
and could be crucial to the organization’s financial needs post-
breach.

Most of the time, the selling-point of cyber policies in
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particular are the external resources it funds. So, in cases of a
breach, if an organization has purchased cyber insurance, it
would possibly have access to:

® A cyber breach advisor

® A network of service providers that can assist post-breach

® And, maybe some financial relief.

But, I would mention that cyber insurance is a relatively
new product. Many times, the financial support can only be
used for expenses like setting up a call center or forensics. It
can, however, also address reputation damage and business

interruption.

If we go back to RIMS Cyber Survey 2015, we can see that many
risk professionals and their organizations are still skeptical
about cyber insurance.

Only 51% of the respondents purchase stand-alone cyber

insurance policies.

We also took a look at what those insurance policies included.
You can see that resources like Breach Notifications, Data

Recovery and Network Interruption were covered.

While the most significant losses of a cyber breach — Theft of
Trade Secrets, Reputation Harm and Professional Liability —
were at the bottom of the list.

I think this, coupled with the high costs of purchasing a cyber
policy, is the reason many organizations elect to forgo the

coverage.

Also, quantifying the financial impact of a breach is daunting
and may leave risk professionals uncertain as to how much, if

any, insurance to purchase.

Those same uncertainties are evident from the insurer’s
perspective in the coverage and pricing offered. In their
defense, despite the epidemic of cyber breaches, each event
impacts organizations differently. This makes calculating the

potential loss resulting from a breach nearly impossible.

But, as each day passes, insurers continue to refine their
offerings and are developing better products that meet

organizations’ needs.
If you look at this chart, when we asked respondents if their
organization would consider purchasing cyber coverage within

the next 12-24 months...74 percent said YES.

Like with any new risk, it takes time for us to fully understand
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it and even longer to quantify it.

STRESS TESTING

Once you have established a common vocabulary completed
your Data Assessment and developed your Data Breach response
plan - you should test the response plan in a hypothetical event
to determine its effectiveness. Any lessons learned during this

process should be applied to improve your plan.

Some of the processes that you also want to review include:
o Clarity and authority of roles individuals will be
responsible for during an event;

— Does everyone know what they’re responsible for?

— Does everyone understand escalation processes? In
other words, once their task is complete, who do they
report findings to and, conversely, who should be
delivering information to them.

— Do the individuals responsible for an action in the cyber
strategy have the authority to execute when the time
comes? Limitations or a time consuming approval process

set by senior leadership could delay the response time.

Just as you would test your breach response plan, if you
purchase a cyber insurance product, I suggest stress testing the
contractual terms as well. This can prove to be an integral part
of risk management’s responsibilities. It will help to evaluate
whether the insurance coverage will perform the way it is
intended to perform, and adequately protect the organization
in the case of a loss. I recommend you consider this as part of

your organization’s cyber strategy.

OTHER POST BREACH CONSIDERATIONS

Sometimes all the preparation in the world will not be enough
to prevent a data breach. Once an organization experiences
a breach, you may need to initiate a claim with one or more

insurers.

Documenting and quantifying losses will be critical to this
process. As part of this process, risk professionals should

consider the following items:

® Review all insurance policies: cyber, property, liability,
should all be reviewed and compliant with notification
provisions for all. You may want to engage coverage
counsel in this process to ensure you are meeting
contractual terms and conditions.

® Ensure that you’re providing timely notification and
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ongoing communication.

® Create a timeline of events. Going back and pinpointing
when the breach actually occurred might help find the root
cause.

o Confirm the breach has ended. Has the organization taken
the measures it needs to ensure that sensitive data is no
longer accessible to those who shouldn’t have it?

® Work with your finance partners to identify account
numbers or charge codes specifically created to record costs
related to the event or specific to the business areas affected
by the breach. Cataloging expenses is unquestionably
important when submitting insurance claims.

® Secure documentation that will help explain the financial
loss of the breach. For example, sales budgets or forecast
that were created before the breach. And, conversely,
identify the costs that were put on hold as a result.

® Finally, brainstorm and facilitate discussions with
leadership about the impact it will have on reputation, the

brand or future strategy.

These steps will be crucial to quantifying losses and will
expedite the process of recovering finances from insurance

policies.

CONCLUSION

In conclusion, there are so many factors that contribute to the

complexity and the challenges of managing data.

® Organizations can’t confidently make assumptions from
past or other experiences.

® Almost all data breaches are unique and are accompanied
by a new set of questions surrounding the strength of the
organization’s cybersecurity.

® And, securing funding or resources for a potential risk, a
risk that might not ever happen, can also be a challenge.
But without that funding, there could be restrictions or

limits to your planning efforts.

Board Directors around the world recognize that technology is
everywhere and data is one of their most important assets. As
such, the frequency of cyber breaches have put cybersecurity at

the top of their agenda.
As we’ve discussed, there are some steps and processes a risk

professional can initiate to ensure their organization is ready.

@ Defining common terms

e Utilizing an Enterprise Risk Management approach to get
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all business operations involved and contributing to your
cyber strategy.

o Identifying, understanding, categorizing and mapping
sensitive data as part of your assessment process.

® Testing your plan to make sure roles are identified and
everyone knows their responsibilities.

® Developing a general data breach response that is easily
adaptable.

o Insuring your organization. A process that will confirm
that you have the resources you need to remediate and
recover; and

®Then, having concrete action items post-breach.

Initiating a data breach response plan as soon as possible
is always in the company’s best interest. It shows both
stakeholders and regulators that the organization understands
the severity of the cyber breach and is quickly moving to

remedy the situation.

Risk professionals are integral to all of this:

® We need to embrace a leadership role and create
partnerships with subject matter experts in the
organization’s privacy and information security groups.

®We need to hone our analytical skills and, at the same time,
have enough technical understanding to articulate the plan
to stakeholders.

®We need to have the ability to influence, educate, persuade
and convince management to establish an environment
that supports the data breach strategy.

® And most importantly, risk professionals must be more
than messengers. We need to be prepared to offer
solutions and our ideas that contribute to the success of the

organization.
I want to thank you again for allowing me to speak with you. It
truly is an honor to represent RIMS Board of Directors and this

Society here in Japan.

Thank you.
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