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DATA BREACH

An incident (or series of 
incidents) in which sensitive, 

protected or confidential 
information has potentially 

been viewed, stolen or used by 
an individual or entity 
unauthorized to do so.
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FORMING A CYBER RISK TEAM

 Technology Leaders
 Legal Advisors
 Select Operational Leaders
 Communications
 Human Resources
 *Outside Resources
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1. If the organization does not 
need it, do not collect it.

2. If data must be collected, 
collect only what is needed.

3. If data is needed, control it 
and encrypt it.

4. When data is no longer 
needed, get rid of it, SECURELY.

RULES FOR MANAGING DATA
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Breach Planning & Response Steps

 Pre-Planning for Breach
 Execution of Plan
 Cyber Team Briefing 
 Investigation and Damage 

Assessment
 Remediation and Resolution
 Computer Forensic Assistance
 Media Relations
 Mandatory Breach Notification
 Monitor Activities and Environment
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CYBER RISK TEAM ACTION ITEMS:

Identify 
Needed 

Resources
Gather 

Information
Identify/Stop 

Source

Information 
Recovery

Contain 
Damage

Laws, 
Regulations & 

Contracts

Assist Victims Prevent 
Relapse



PURCHASING CYBER INSURANCE



14

STRESS TESTING

Know Your 
Responsibilities

Know the 
Escalation 
Process

Know the 
Approval 
Process
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OTHER POST BREACH CONSIDERATIONS

• Review Insurance Policies
• Implement Effective Communications
• Develop Timeline
• Confirm Breach Status
• Establish Accounting Procedures
• Secure Documentation of Losses
• Consider Reputational/Brand Damage
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SUMMARY:
FUNDAMENTAL STEPS OF A CYBER RISK STRATEGY

Common Terms
Cyber Risk Team

Sensitive Data
Cyber Risk Insurance

Stress Testing
Response Plan

Post-Breach Plan
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Thank You!

WWW.RIMS.ORG
RIMS CLIENT SERVICE TEAM: CST@RIMS.org

http://www.rims.org/
mailto:CST@RIMS.org
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