%RIEE 2015

DRAIIRIAY M 2015 FXRKE RIMS JAPAN CHAPTER CONFER

VAR I AV NI EE A

hunl

LS A Y M e s P MINOL (4
Risk Management and Internal Audit:
Forging a Collaborative Alliance

20155ERMSESR 1] F-Y— N TI)N— T2 =7

Richard Roberts ]Jr.

Uwo - OI—Y BB

=NV Y AT R AT A MUK TH B RIMS @ 2015 4E 8
HRREELT, RHZHL Tl T2 A2 W272&, ICH DS
LHTEVET,

. RIMS & BERDBEIZ 25 4, MHF LB B ERD 74
W220FE T, AHIZ. RIMS O H BELCTRATENAEN 2B
AR T VRIIATVAVIEMETHLALIANI, LY)—EZ
7272472012, RIMS I A3 TEZH? LWH I TBE
SHTVZET T, R, HRWRIAI AT A M d g
Bt 7B 0D DR, AT — I iR b T AL E
ECTHBHLMIBVET,

313, RIMS OEBH XY hT—2TF, RIMSIZ, Za—
VIR T o 2015 4E D, Fl&k& Mt RELDE AT, 2D X%
WO RBWIRE AN =2 R LI WEEZ T0E T,

22OHELT, B b B 2YA7 DAL T B, VRT3
AVAVMAYEDORDAT YT T HEZRRERFOL
W BBl TR T BRELERNE T, BETDIURITRIX
YMNBEEBORYINT—=2ED, TNV SR H BN LT
375N ERDTY,

ZL TR I, RIMSHBRORY T =TT, filzb OB
MRS, FRELEMOL 2 MERE L. 2 RO
HR B2 KO 3K RCUE 3 51203, FAZ D ORI O J: i 2556
BT IZNER A

FAARIMS I ALTELE, ENMEEGIVAZIFETET
BHALLCTOWET, ZNODY A7, FHRRICHI R I B2 5. 2
5E9127%, HRELT, DB TETORWVWIAZ TR I AV

RICK ROBERTS INTRODUCTION

Good morning. Thank you so much for inviting me here
today. It is a tremendous honor to represent the global risk

management community as RIMS 2015 President.

I have been a member of RIMS for 25 years and on its Board of
Directors for seven.

As president, I want to focus on how this Society can better
prepare risk professionals for the uncertainties that lie ahead.
And, I strongly believe we can accomplish this by strengthening

our networks.

First, RIMS’ International Network. We are a global Society.
In 2015, RIMS will continue to review opportunities to reach

new international audiences.

Second, as the risks we encounter continue to evolve, the ideas
and perspective of the next generation of professionals will
certainly be an asset. That Rising Risk Professional network is

one we must focus on.

Lastly, RIMS’ Internal Network. To remain relevant and to
continue to deliver thought-leading content, our infrastructure
must be strong and nimble in order for us to make strategic

decisions for our members, faster.

Throughout my involvement with RIMS, the risks that our
organizations face have become increasingly more complex.

They impact our organizations faster and, as a result, can leave
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the unprepared risk professional apprehensive about leveraging
new opportunities and mitigating threats the moment they

arise.

The risk management industry, as a whole, benefits from RIMS’
expansive network of risk practitioners, solution providers and
its dedicated and committed volunteers and staff. My ultimate

goal as President is to make this Society even better for you.

TOPIC INTRODUCTION

Just like we need to strengthen RIMS’ own networks,
risk professionals and internal auditors have an amazing
opportunity to strengthen and broaden their internal networks

by collaborating with each other.

These function-to-function networks can add even greater
value to the organization. With risk management and internal
audit functions working together, senior management can be
assured that processes are in place to identify, analyze, and

evaluate risks and solutions that advance strategic objectives.

The relationship between risk management and internal audit
is an interesting one and is one that should not be neglected.

Before I begin, I think it is important for you to understand
my professional background and the relationship between risk

management and internal audit within my organization.

Professionally, I am the Director of Risk Management and

Employee Benefits for Ensign-Bickford Industries, Inc. (EBI).

EBI has a large spectrum of business operations. And, as its
risk management leader, I am responsible for developing and
managing its risk financing and enterprise risk management
programs that includes operations in:

eexplosive assemblies for aircraft;

espacecraft and defense products;

epet food additives;

o chemical toll manufacturing; and

ereal estate management and development.

I also developed a Strategic Risk Assessment model for EBI and
its subsidiaries that we use during the organization’s Strategic
Planning Process. Three years ago, internal audit and risk
management combined forces to develop a framework and model

for an Enterprise Risk Management (ERM) program for EBI.

One of the benefits of this collaboration was involving the
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entire organization in the risk management process. We have
engaged people from the business units to join the team in
developing our assessment tool. And, because those unit
leaders were involved and part of the development process,

their acceptance came very quickly.

We modified the tools that business leaders used to shorten
their learning curve. These steps sped up the first risk

assessment by 9 to 12 months.

I can’t say that the implementation has been perfect but
overall it has gone well. The business units have embraced the
assessments. We have seen a dramatic difference in the types of
risks that are identified. Specific action plans are put in place
to manage the risks. It has helped us deliver on set strategic

goals.

For us, there has been a strong move away from just working
on catastrophic weather type of risks. We use risk management
methodologies to look at risks such as:

o speed to market with new product development;

eissues with global expansion;

® cyber-security and its impact globally and to company

reputation;

esupply chain;

o compliance;

® and other more prominent risks that almost all risk

professionals are dealing with.

With this expanded scope, the work between risk management
and internal audit overlaps in so many ways. Now we have
two different business functions responsible for creating
risk reports. That statement alone supports the need for this
collaboration but, at the same time, implies that there will be

some confusion and challenges to overcome.

For any risk management group or internal audit group looking
to make this connection with the other, it’s important to define

roles.

A few of years ago, RIMS and The Institute of Internal Auditors
— The ITA— worked together to further understand this
relationship, what works well, typical challenges and the value

that can be found in collaboration.

Together, we studied four different organizations. Our findings
— that collaboration between the risk management and

internal audit does indeed lead to stronger risk practices in

1
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meeting stakeholder expectations— resulted in an Executive
Report titled “Risk Management and Internal Audit: Forging a
Collaborative Alliance” (The Executive Report).

The two functions make a powerful team when they work
together and leverage one another’s resources, skills sets and
experiences. As highlighted in the Executive Report’s case
studies, this relationship leads to newly discovered efficiencies,
better decision-making and improved results. I would like to

share a few of those findings with you today.
Roles of Risk Management and Internal Audit

Often, there is confusion as to the roles of each group, with
little natural communication. This confusion can become a
major obstacle for collaboration and, subsequently, inhibit the
willingness to reach and deliver consistent risk reports. A few
of the questions that continue to be asked within organizations

include:

©Who should lead Enterprise Risk Management?
e How does each functional area fit into the equation?
® How can internal audit both assist and independently

evaluate risk management activities?

The fact that these questions continue to be asked highlights an
apparent role confusion.

To try to clarify this confusion, let’s take a look at the evolution
of risk management and the current role practitioners are

taking within their organizations.

If we look back 15— 20 years, risk managers approached their
duties with an eye toward protecting the organization’s assets
and balance sheet. Risk managers employed this traditional/
defensive risk management approach that focused on

insurance, contractual and transaction risks.

The next major evolution was a movement to combine a few
risk functions into an integrated/advanced risk management
function, focusing primarily on managing insurable hazard
losses. This starts to get into that forward-thinking area. What

can we do about the risks before they impact our organization?

The more contemporary risk management function, the
enterprise risk management approach, deals with risks from

a much broader scope, depth and response perspective.

For many, risk management is now being used proactively.

Enterprise risk management offers a more advanced process
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and method to manage unwanted variations linked directly to

corporate strategy.

Back in 1999, The ITA approved a definition of internal

auditing. It explains it as:

“An independent, objective assurance and consulting activity
designed to add value and improve an organization’s operations.
It helps an organization accomplish its objectives by bringing
a systematic, disciplined approach to evaluate and improve
the effectiveness of risk management, control and governance

processes.”

On this slide we have an 18-elelment fan graphic taken from
The IIA’s “International Standards for the Professional Practice
of Internal Auditing” paper. The fan depicts the core roles
of internal audit in regards to ERM, the roles that it could be
accountable for, as well as the roles that internal audit should

not undertake.

The key factors to take into account when determining whether
an activity is appropriate for internal audit is to gauge whether
the activity raises any threats to the internal audit’s ability
to remain independent and objective. And, whether it will
improve the organization’s risk management, control and

governance.

The IIA’s paper notes that internal audit should perform at least
one of the seven risk consulting services in the center of the

fan.

What is encouraging is the two functions’ definition of ERM.

RIMS: Enterprise risk management is a strategic
business discipline that supports the achievement of an
organization’s objectives by addressing the full spectrum of
its risks and managing the combined impact of those risks
as an interrelated risk portfolio.
www.rims.org/resources/ERM/Pages/WhatisERM.aspx

The IlA: Enterprise risk management is a structured,
consistent and continuous process across the whole
organization for identifying, assessing, deciding on
responses to and reporting on opportunities and threats
that affect the achievement of its objectives.
www.theiia.org/guidance/standards-and-guidance/ippf/
posi—tion-papers/

These definitions reveal how similarly risk managers and

13
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internal auditors are to thinking about ERM; about breaking

down silos to enhance the organization’s risk portfolio.

Both groups have one goal in mind and that is to help their
organization achieve strategic objectives by either mitigating
and leveraging risks and assuring the processes are in place and

working.

In the joint Executive Report, four major U.S. businesses
offered their experiences and processes on how their risk
management works with internal audit: Cisco Systems,
Hospital Corporation of America (HCA), TD Ameritrade and
Whirlpool Corporation. And, while each of their experiences

differed, certain common practices emerged:

1. First, was that they linked the audit plan and the
enterprise risk assessment.

2. There was also evidence that sharing available resources
wherever and whenever possible was highly beneficial.

3. Cross-leveraging each function’s competencies, roles
and responsibilities provided depth and consistency.

4. Finally, there was also collaboration on how the

organizations assessed and monitored strategic risks.

Linking the Audit Plan and
the Enterprise Risk Assessment

Perhaps the two most common products of internal audit and
risk management functions are the risk-based audit plan and
enterprise risk assessment. Usually the two business functions

have a final report they must deliver to leadership.

The audit plan defines the scope of work for the internal audit
function over a given time period. The risk management
function’s enterprise risk assessment is designed to get a sense

of the risks facing the organization and to prioritize them.

All of the organizations that shared their practices for the

development of the Executive Report did link the two plans.

® Cisco Systems uses its consolidated enterprise risk
assessment and internal audit’s annual risk assessment to
drive the 18-month audit plan.

® HCA includes a slide in its annual audit plan presentation
to the audit committee that maps the top 10 risks identified
through the ERM process.

© TD Ameritrade leverages what it learns from the risk
management framework in the development of its annual
audit plan.

® And, Whirlpool’s internal audit team uses the enterprise
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risk assessment to inform both its annual risk assessment
process, as well as the audit plan.

Sharing risk management assessments with internal audit will:

o Eliminate redundancies. We're all pressed for time. From a
risk management perspective, the ability to access and utilize

work that is already being done is unquestionably helpful.

o It also produces a common and aligned view of the
organization’s risk profile. For this, establishing a separate
board level risk management committee can be a good
approach. At some organizations, a Board leader who
serves on the risk management committee also serves on
the internal audit committee meetings and vice versa. I've
also seen where some of the members of the committees
will overlap. Another recommendation is to have the two
groups meet together— whether it’s two times a year or
just once— to review the risk assessment results. This is
important so internal audit’s work and that the day-to-day

risk mitigation activities are in sync.

®And, sharing these assessments helps to embed a consistent

risk management vocabulary.

We conducted a poll during a RIMS webinar on this subject.
66% of the risk professionals surveyed said they conduct
separate risk assessments, 28% used a combined risk
assessment and about 6% said that their organization did not

have a counterpart.

These finding are not terribly surprising. The 28% using a
combined risk assessment is higher than we thought as the
two functions tend to confuse the organization by conducting

separate assessments.

What can be effective, and many organizations are already
using this approach, is to conduct two separate assessments
but then collaborate on the final results. They are then able to
use the initial findings as data points to guide the discussion
and work through gaps so that both groups have a common

understanding of the organization’s risk profile.

This approach might be preferred, especially since each group
has a professional obligation to draw an objective, independent

conclusion on the company’s risk management.

At my organization, we now meet at least monthly to ensure

15
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we are discussing any risks that internal audit should be
working into their audit plan for the year (or into next year).
The meetings also ensure that duplicative efforts are not being
made. If the same risk is identified in both groups, we develop

a plan where we are not duplicating risk assessments.

Together, we develop a unified approach to ensure success
and to ensure that the action plans that the business units
implement are actually being performed. This will round out
the entire process so that the risk is identified, an action plan
is implemented and then internal audit— through their audit
plan— follows up to validate that the planned efforts are being

accomplished in the time frame promised.

Share Available Resources Wherever
and Whenever Possible

Risk professionals are being asked to integrate ERM programs
with limited resources— specifically time and staff. This
makes the process of gathering information from business

operations across the enterprise challenging.

No one person in internal audit or risk management has all
of the knowledge. When working with management, the
business operations, the Board and executive management,
it’s critical that we leverage the resources that are available to
us. Those resources are the subject matter experts within our

organizations who can bring multiple capabilities to the table.

For example, Scot Schwarting, Whirlpool’s director of risk
management said that, in his first year at the company, he was
able to interview 50 operations managers about the exposures
that impacted their respective business areas.

Now— because of the relationship he has fostered with internal

audit— that number is closer to 150 managers.

Think about the cost savings for global entities with operations
or facilities in remote regions of the world. Leveraging global
internal audit teams is a very cost effective way to validate risk
mitigation activities. It also helps to extrapolate a more realistic
picture of the organization’s risk profile...much more than
you’d be able to collect on your own through e-mail or phone

calls.

Let’s take a business continuity plan for example. Risk
Management can develop one and internal audit would be able
to tell us in any region throughout the globe whether it meets

the minimum as to what is required.

They can advise on culture as well— why one business practice
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is essential in one geographic location as opposed to another.
So we’re now able to take that effort that is doing exceeding
well in one geographic location and deal with uncertainties

elsewhere.

By sharing available resources whenever possible, not only do
I think we get a better answer and a better outcome from a risk

management point of view, it adds value to our organization.

Cross-Leverage Each Function’s Respective
Competencies, Roles and Responsibilities

Internal audit generally has a great understanding of internal
processes.

Over the years, the department presents audit plans that act as
a roadmap of key businesses operations that need review. For
risk management to have access to the history of audit reports

provides a great starting point.

I understand that there are always reports that internal audit
cannot share. But, using the ones that they can will better
equip risk managers to help the organization deal with
uncertainty.

A result of such resource sharing is that the approach calls
for both functions to bring their specific areas of expertise
to the table. This fosters a common understanding of risk
management as both a discipline and a process that focuses on

achieving organizational objectives.

When cross-leveraging each function’s competencies, roles
and responsibilities, communication is the key. And, when
organizations’ risk management and internal audit functions
collaborate the frequency and the importance of that
communication will intensify. An important outcome from
this increased communication, whether formally or informally,

is developing a common risk language and framework.

This fundamental step requires one vocabulary or taxonomy
so that there are no misunderstandings. Everyone’s definition
of risk, ERM, the role of risk management, the role of internal
audit and, of course, an understanding of the organization’s

strategic objectives should be the same.

This understanding promotes a consistent and uniformed risk
management approach by both groups...eliminating confusion

and frustration.
Assess and Monitor Strategic Risks

Although each organization approaches strategic risks a
little differently, the end deliverable developed through their
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respective risk analysis illustrates the importance for both to
proactively assess and monitor strategic risks and recommend

ways to manage them.

The 2011 ITA Research Foundation paper, “Internal Auditing’s
Role in Risk Management,” encourages internal auditors
to “evaluate strategic risks, such as whether management
has comprehensively identified key strategic risks; develop
prudent risk management techniques to address those risks;
and establish sufficient monitoring of strategic risk ‘signposts’
to identify risk occurrences in time to take the appropriate

actions.”

This quote highlights the overlap in responsibilities and where
there might be confusion as to who should take ownership of
what. As internal audit offers assurance as to management’s
effectiveness regarding strategic risks, the risk management
function can provide the techniques and methods for

management to be most effective.

In this scenario, risk management and internal audit should see
each other as allies and take advantage of the other’s input on
the assessment’s monitoring and response plans.

In an organization where the head of risk management and
the head of internal audit prepare joint material for leadership,
they can tailor those reports for the Audit Committee and the

Risk Committee.

This creates a consistent process to ensure that:
eeveryone is looking at the same information;
ethat risks are covered; and
o that one report is updated with prioritized action-steps, as

well as with the current status of each initiative.

The Value of Assessing Interrelated Risks

Consider the example of a significant risk to human resources
that can only be fixed with the assistance of the information
technology department (IT). If IT does not understand the
severity, velocity or likelihood of the risk, this project might fall

lower on their list of priorities.

Not all risks are easily auditable, nor do they have just one
owner. And, because there are risks fall into this category,
they sometimes do not populate internal audit plans, even
when these plans are risk-based. By working jointly with risk

management, a much larger risk portfolio emerges.

In my organization, this collaboration accomplished a number
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of things. The biggest benefit was to forge a relationship
between the two areas to help the company better assess risk.
It helps us gear the risk assessment at mitigating the risks the
company faces that would have either the highest likelihood
to not allow the company to achieve its strategic goals and
therefore impair the company’s ability to make their profit

goal.

For us, this approach is a profound difference from merely
trying to assess “catastrophic” losses and their impacts. We
now use the framework and the same techniques to identify
and analyze a much broader array of risks. Based on that, we
then evaluate options in order to develop action plans for the

company.
CONCLUSION

One of things The Executive Report focuses on is not to
lose sight of internal audit’s importance in assuring the

organization’s risk management practice.

Because of their overlapping responsibilities, there is an
inherent opportunity for the two functions to integrate
naturally. Both functions— and the organization overall—
would be best-served to act on this collaboration opportunity

to add value to their organization.

What is the alternative?

Without collaboration— risk management and internal audit
— would walk into the boardroom and present different risks
facing the organization.
®This would create a misunderstanding.
® It would cloud the decision-making by our organization’s
leadership on what risks we need to focus on.
o It devalues the work of both. How can leadership trust the

findings from either if the groups present different results?

There is no question that, creating this confusion significantly
decreases the value that both internal audit and risk
management bring to the organization.

Forging this collaboration is not a destination, it’s a journey.
If done correctly, every year youre going to learn more about
the organization, how it works, the risk it faces and the best

processes for addressing those uncertainties.
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