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Cyber Risk: Issues and Implications for Your Business
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Challenges and opportunities in today's digital marketplace, including exposures,
digital dependence and methods for managing related threats.
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INTRODUCTION

It is a great honor to have this opportunity to speak with you
today. This is my first trip to Japan and I am excited to have the
opportunity to be here and to explore your great country. I would

like to thank Yoshi-san for his generous hospitality during my stay.

Before we delve into our topic this morning, I would like to
dedicate a few minutes to my professional background, to the latest
news from RIMS and to the goals I have set as RIMS president for
the 2011 term.

PROFESSIONAL BACKGROUND

My current position as the risk and benefits officer at the school
board of Miami-Dade County, Florida is one that I have held for 11
years and that has afforded me the opportunity to look at strategic
and operational risk issues for the 4th largest school district in the
United States. I have been in risk management with Miami-Dade
County for 25 years and have been fortunate enough to be able
to shape the risk management program there, and to ensure that
345,000 children enjoy a world-class educational environment. It’s

been an extremely rewarding position.

Prior to joining the school board of Miami-Dade County, I began
my career working in self insurance in 1982. Following that I

became involved in student outreach at the University of Miami
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where insurance classes were being offered. It was while there that
I was recruited to the newly formed Risk Management Department
at Miami-Dade County Public Schools in 1986. Today the Risk
Management function is firmly embedded in the fiber of the

organization as a tool for efficiency, innovation and growth.
ABOUT RIMS

Since my fellow public sector risk manager and predecessor,
Terry Fleming, visited your chapter in 2010 there have been some
substantial developments within RIMS that I would like to share
with you. As you engage with RIMS and our various resources
and website, the most apparent development over the past year
will likely be RIMS’ new logo and tagline. The new appearance
was decided upon after very careful consideration by the board
of directors, and it emphasizes the Society’s growth strategy, as
well as the evolving nature of the risk management discipline as a

whole.

In addition to this most obvious development, 2010 was also a
year of growth in membership, which rose more than five percent.
We believe this growth was supported in no small part by RIMS
Annual Conference & Exhibition, which set a tone of success early
in 2010.

On the professional development front, RIMS introduced several
new courses last year including Global Insurance Management,
Project Risk Management, Supply Chain Risk Management and the
highly successful Enterprise-wide Risk Management: Developing

and Implementing workshop.

On the product and services side, 2010 saw recognition and
enhancements to the RIMS Store, Career Center, RiskWire, the
award winning Risk Management Monitor blog, and the session
selection process for RIMS Annual Conference, as well as a
redesigned, user-friendly website. We showcased our commitment
to furthering our focus on ERM and strategic risk management
with the hiring of a strategic risk expert — Carol Fox — who will

lead our newly developed Strategic and Enterprise Risk Practice.

After five consecutive years of successful RIMS Quality Forums
in New York City, we produced our first RIMS Canada Quality
Forum in Toronto, which was a resounding success. We also hosted
another effective RIMS on the Hill and many of our legislative
initiatives gained traction. In January 2011, after a great deal of
research, we announced the creation of a political action committee
(PAC). We're pleased to announce that RIMSPAC will be launched
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in 2011 and highlighted at the annual conference in Vancouver.
GOALS FOR TERM AS RIMS PRESIDENT

As you can see, it’s been a big year for RIMS and I anticipate
that this momentum will carry us into a productive and impactful
2011. I have outlined some specific goals for the coming year,
specifically including a focus on RIMS chapters, which I believe to
be the backbone of this Society. I personally began my involvement
in RIMS by becoming active in my local chapter and one of the
goals central to my presidency will be that of fostering a discourse
between national and local leadership. I will be looking for
feedback from the chapters, in the United States and abroad, about
the issues you face and how RIMS can help. To this end, I will be
hosting periodic webinars with chapter presidents to ensure that we

are well equipped to support you at all levels.

In 2011 I also plan to expand the scope of RIMS’ regional foothold
in legislative and regulatory matters. We will continue to be a
watchful advocate on the national front, but will also increase the
number of regional RIMS on the Hill events. These gatherings
allow individual chapters to concentrate on issues that affect them
locally and also taps into what I view as one of the most valuable
aspects of choosing to be part of this organization—your ability to

engage with your fellow risk managers at the chapter level.

On the resource side, I intend to ensure that our offerings speak
to risk managers at all stages in their careers. Whether you are
working in a strategic and enterprise risk management capacity
or not, our resources will be sufficiently varied so that you will be
able to find professional development tools tailored to your needs

and growth.

The coming year will be one of advancement and progress, as
illustrated by the new RIMS logo. We will be committed to
harnessing the expertise here in Japan to strengthen the risk
management community worldwide. We will also increase student
interaction in RIMS by hosting special events and sessions aimed

at student outreach during our annual conference in Vancouver.
INTRODUCE TOPIC

Our topic today is one with which every organization in every
corner of the world must contend. We live in an era of technology
dependence and, as a result, cyber risk is one of the most
crucial issues organizations may face in the coming decade and
perhaps beyond. Because of the multiple points of intersection

between modern business and technology, these risks emanate
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from a number of sources. Threats could be posed by the
regulatory environment, such as non-compliance with IT control
provisions of financial reporting regulations or with data security
legislation. Threats can arise from service providers (for example,
unmanageable expenses arising from a poorly drafted outsourcing
contract) and competitors (for example, IP infringement claims).
Threats can also arise from catastrophic events such as the tragedy
of September 11th, 2001, following which some companies were
unable to promptly access their back-up data. Additionally, a
corporation itself could be a source of technological risk if its IT
infrastructure is not properly managed. In my world in Miami,
hurricanes pose a significant threat to the school district and our

ability to serve the educational needs of 345,000 students.

With events such as data breaches and identity theft causing
tens of billions of dollars in extra business expenses annually,
organizations face an array of direct and indirect costs from these
risks. Today I will take you through some examples of exactly what
those exposures are, as well as specific steps which can be taken to

address them within your organizations.
Part 1: Exposures

With Internet communications embedded in the processes of most
organizations, risk managers face an increasing array of exposures.
While cyber risks long have been associated with e-commerce
firms, any firm that holds confidential information in an electronic
format is exposed to the threat of data breaches, cyber attacks and

risks to reputation.

Example 1: Data Breaches

First I would like to draw your attention to some startling statistics
related to data breaches. Studies show that 85% of businesses
worldwide have experienced a data security breach at some time
and that of those businesses, 46% fail to implement encryption

solutions even after suffering a breach.

The security and safeguarding of information is paramount to
protecting an organization from embarrassment, reputational
damage, financial loss, regulatory intervention and even public
boycotting. The depth and breadth of the potential costs and expenses
from a breach are still developing and not fully known. What we

do know, however, is that organizations have already incurred

&, B4, ERE, LR LAEETERAIEELZZ )G
TWVREVH)HETHON TV E T,

WA ZICEbEZT 2 TH AL bDY 4 F) =2 X
A N=) AT NDBEEPCDICHHETHLS ZILT S
PERLTVET, VA F) =2 Ao TRAEENT:
TEHRD S B DIFER 2 LD -DOIZBFEBROEHRTLE
P COMBEIIAELERLBEELEEZ D5 TIHEHRITE DO
WETHHIERERLTVET,

fl2 : 41 N—IE

ZINTIFEZER TE S HEDY A Y, bbb
AN—BRIZOWTER L LTS — BRI TIIE
FRUOOMENH ) 5. P, i 2 FHTOR
FTYo LAaL, TR ) O EDODEF, T74bb [H
AN—2E ] ZMABERLH Y LT

PAN—BRIIWDL WA LREEZE) T, IR ED %
72 SRATHE TRE Z Bl L TV B s, 222 RATW
5 TORATHED M OB HIE LA MN 2 otz
ERBLTAHATLES W ZORITRDRELLE KON D
WOETEETTL &) D

HHVIIINRDHED DT A —VED IT v AT L %584
WCIED72HEITL LI D b oA LV DIIFIZ 1T 4
FORERHGE [Fr % il L 72356 T3 Ny h—A5 Rk Ei %
MLELZD . BHRHEMAPZ 2RV E ST L7220, Al
NATFA 2 EXERR AL 7256 E) TL X D%

TR L7z &) e HRFHIBD TBIEM 4 b O T,
WIS EE WL TV VHBRICIIRE 2 ELL5T
DTTo INHLOWRFITET, LA LHHEGHEITE
BERILRFEPDWLT Yy 7 - Ko (Gbigi)
EXENLA-FEZERNCY I I 72T - VAT AL
AR, FEBEDRMNE S o 72HEICHERET 5 & ) %
LTBIIEEBTESZLHDTY,

FERITHRITEETWAED T, 2007 £ A M=T T,
ZLT2084EZ IV YT TOFA N—BBITE DS, Hf
BE. BUT. B EZEGIEEALDY 2 THA R
B TVETELDALLR ORI Z LAY VIlko
THEATIN P L F LA BEFOKRZE Y DI 72
DIF—EoT T DA N—JUIEH - H 7T TL,

I EETIZ T — 0V, TREZDMOELAFETKT L,
TANAR RS I —T 4 — DN B R 5L, A7)V

significant cost and expense, from legal fees, credit-monitoring for

individuals, reparations, fines, penalties and redress funds.

Recent headline-grabbing leaks by the controversial website
WikiLeaks again have highlighted for companies the complex
and fast-changing nature of cyber risk exposures. Although the
highest-profile information released by WikiLeaks has centered
on government documents, this example reflects concerns which
have been raised about corporations also becoming the target of

potentially damaging information leaks.
Example 2: Cyber Attacks

Now I would like to switch gears and discuss some of the perils
associated with a different breed of risk — cyber attack. In a
traditional sense, there are four domains of war: land, sea, air
and space. However, some now believe there is a fifth domain:

cyberspace.

Cyber attacks can come in many forms. Imagine you are midflight
on an excursion across the country when every plane in the sky
looses contact with air traffic control. Imagine the chaos that would

ensue and the lives that would be lost.

Or consider another scenario in which outsiders shut down tech-
reliant Wall Street, or worse, interrupt stock exchanges worldwide.
What if hackers could disrupt the electrical grid, compromise

military technology or disable oil refineries and gas pipelines?

The threats posed by these events and others are very real and
they have consequences for organizations who don’t prepare for
them. These scenarios could all, theoretically, be accomplished
if enemies were to implement so-called "logic bombs," a piece of
code intentionally inserted into a software system that can set off a

malicious function when specified conditions are met.

And it has happened before. In Estonia in 2007 and Georgia in
2008 cyberattacks shut down most of those country's websites,
including those of the parliament, ministry of foreign affairs, banks
and newspapers. Many blamed the Kremlin for the attacks, but

they could only be traced to independent Russian cybercriminals.

More recently, an attack was launched on Google, Adobe and

dozens of other high-profile companies using never-seen-before
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tactics that combined encryption, stealth programming and an
unknown hole in Internet Explorer, according to anti-virus firm
McAfee. The primary motive for the attack, Google concluded,
was to hack into the email accounts of Chinese human rights

activists.

A more frightening example of a potentially devastating
cyberattack involved the U.S. military. In 2008, an infected
flash drive was inserted into a U.S. military laptop at a base in
the Middle East. The bug spread undetected on both classified
and unclassified computer systems, exposing highly sensitive
information to an unknown adversary. The U.S. Deputy
Secretary of Defense William Lynn called the incident the
most significant breach of U.S. military computers to have ever

occurred.
Example 3: Media Exposures

The final threat we’ll touch on today is that of media and
reputational exposures, which can arise from intellectual property,
defamation and invasion of privacy. The intellectual property
exposures, such as copyright or trademark infringement, are
an unpredictable and rapidly evolving area because the law as
it applies to the Internet is not clearly defined. For example, no
clear definition has been established for standards of copyright
infringement. Does a link from another site to your content infringe
on your copyrights? The litigation involving Internet-based music
sharing is delving into this new territory and as it plays out across
the globe, the ways in which we interpret risks to reputation and

intellectual property will evolve.

Part 2: Digital Dependence

Now that we have a clearer understanding of what the risks are, let’
s talk for a moment about why they matter so much to the future of

your organization.

The severity of these risks depends on how important technology
systems are to a company’s revenues and its internal dependence on
those systems. All organizations that utilize technology bear some
risk. A food manufacturer, for example, might have significant
vulnerability if its enterprise resource planning software and just-
in-time communication channel were to become unavailable. Thus
the boards of all companies should evaluate technology-related
risks and implement IT governance policies tailored to the specific

risks faced by their companies.
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Today most organizations are highly dependent on technology
and advanced information systems and there is a risk that such
technology or systems could fail. We are increasingly dependent on
technology in our operations, and if our technology fails or we are
unable to continue to invest in new technology, our business may be

adversely affected.

We have become increasingly dependent on technology initiatives to
reduce costs and to enhance customer service in order to compete in
the current business environment. The performance and reliability
of the technology are critical to our ability to attract and retain
customers and our ability to compete effectively. These initiatives
will continue to require significant capital investments in technology
infrastructure to deliver these expected benefits and if we are unable
to make these investments, our businesses and operations could be
negatively affected no matter what industry we function within. In
addition, we may face challenges associated with integrating complex

systems and technologies that support the separate operations.

Any internal technology error or failure or large scale external
interruption in technology infrastructure we depend on, such
as power, telecommunications or the internet, may disrupt our
technology network. Any individual, sustained or repeated failure
of technology could impact our customer service and result in

increased costs.

Because of our dependence, our technology systems and related
data—which are vulnerable to natural disasters, terrorist attacks,
telecommunications failures, computer viruses, hackers and other

security issues—must be protected.

Part 3: Practical methods for managing related threats

As we’ve seen in the preceding examples advances in information
technology have transformed virtually every industry. While some
businesses have readily adapted, many haven’t sought to adequately
protect themselves financially from the new exposures they face.
The risks are not limited to technology companies. All businesses
that have made the internet and new information technology an
essential part of their operations face significant cyber exposures.
Many companies have failed to recognize that the threat to their

businesses from cyber risks has escalated sharply on several fronts.

On the criminal front, organized gangs have adopted new
technology and used it to launch more powerful attacks against

corporate networks to extort protection payments or to steal
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confidential information or crucial intellectual property. On the
regulatory front, lawmakers have enacted stricter data-privacy
standards, requiring businesses to take significant measures — and
commit significant resources — to protect personal and financial
data and to notify customers of security breaches. On the litigation
front, businesses face greater liability and the increased likelihood
of class action suits should their data protection measures fail.
Finally, businesses face the very real possibility of a fatal loss
of clients and customers should a security breach result in the

exposure of confidential personal or client information.

The insurance industry has responded to the emerging exposures by
creating products to specifically address the new cyber exposures,
while excluding those risks from traditional policies. To date, a small
proportion of businesses have taken advantage of those new products
to insure against cyber risks, making cyber coverage a specialty
market with significant potential for growth. The insurance industry,
however, cannot remain static when it comes to covering cyber risks.
As technology continues to evolve rapidly, transforming business
and business exposures in new and unexpected ways, insurers must
continuously adapt their products to meet the evolving exposures
and to keep pace with rapidly changing technology and its risks and
organizations must remain in tune with those adaptations so that they

can take advantage of them.

In addition to insuring against these exposures, organizations need
a clear methodology for prioritizing and addressing cybersecurity
risks. I would like to outline five very clear steps you can take to

develop a solid foundation for a security strategy.

The First is to identify information assets. Consider primary types
of information that an organization handles—for example, social
security numbers, payment card numbers, patient records, designs—

and make a priority list of what needs to be protected.

The next step is to locate these assets. Identify and list where each
item on the information asset list resides, be it on file servers,
workstations, laptops, removable media, PDAs and phones or other

databases.

Once you have located them, the next step is to place them in
categories. Assign a rating to your information asset list. Consider
a 1-5 priority scale, with the following categories: (1) public

information, (2) internal, but not secret, information, (3) sensitive
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internal information, (4) compartmentalized internal information,

and (5) regulated information. This type of classification allows
the organization to rank information assets based on the amount
of harm that would be caused if the information was disclosed or

altered.

Now you're ready to take part in what I call a Threat Modeling
Exercise. Rate the threats that the top-rated information assets
face. One option is to use Microsoft's S.T.R.I.D.E. method, which
is simple, clear and covers most of the top threats. Develop a
spreadsheet for each asset, listing the following S.T.R.I.D.E.

categories:

Spoofing of identity
Tampering with data
Repudiation of transactions
Information disclosure
Denial of service

Elevation of privilege

In the spreadsheet, list the data locations identified in Step 2. For
each cell, make estimates of both the probability of this threat
actually being carried out against the asset at the location in
question and the impact that a successful exploitation of a weakness
would have on the organization. Use a 1-10 scale in which 1 is "not
very likely" and "minimal impact" and 10 is "quite probable" or
"catastrophic." Then multiply those two numbers together and put
the total for each location into cells. The spreadsheet should be

populated with numbers from 1 to 100.

Once you have done this, you can finalize your data and start
planning. To do this, multiply the total in each cell in all the
worksheets by the classification ranking assigned to the asset in Step
3. The final total will give you a rational and comprehensive ranking
of all the cyber threats posed to the organization's information. A
reasonable security plan will start by tackling the risks with the
highest totals and then assign a lower priority to mitigating those
with lower totals. In an ideal world, you will find a way to lessen all

your risks-but be sure to take care of the big threats first.

Now that you have a foundation for a proactive strategy, you must
also consider the steps you would take and the consequences that
would result if that data is compromised, despite the steps you’ve

taken to prevent it.
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Consider these past security breaches, each of which could easily

happen to your company exposing all your customers to identity

theft and credit problems:

© A hacker breaks into your network and steals all your customer
data and threatens to post it publicly or sell it

© An employee's laptop or USB flash drive is stolen containing your
customers' information

® A computer malfunction or employee action accidentally
distributes customer information in a mass e-mail, on printed

material, or posts sensitive data on a website

Now you have a privacy data breach, what do you do?

To clean up the mess, here are a few steps your company may have

to take:

® Depending on circumstances and the nature of the stolen data,
your company may wish to notify all your customers of the
security breach. This potentially means paying for call centers,
drafting written alerts and press releases, printing, postage, and
advertisements/publications to inform your customers of the
security breach.

© With your customers' information personal information exposed,
your company may be expected to pay for credit monitoring
services for each of them.

®Because your company had a duty to secure customer information,
you could face lawsuits for this breach of duty, resulting in hefty
legal fees and years of litigation

® Because there was a breach of your security system, your
company will now have to pay for a digital forensics analysis to
determine how the breach occurred, and new security systems to
guard against future instances will have to be installed.

® During this whole process, your business's day-to-day operations

will be interrupted while security breach issues are cleaned up

Could your company afford to pay these costs?

Typical commercial property and general liability insurance
policies do not cover any of these losses, so you'd have to pay
them all out-of-pocket. With only 1,000 records, a data loss
scenario could possibly cost your company $200,000. And
5,000 compromised records could cost your company nearly
$1,000,000. These costs don't account for the possibility of cyber

extortion.
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And that's only the immediate aftermath. Current and future

customers are in jeopardy—for fear their personal information
could be compromised. Public companies have seen their stock

prices plummet from negative press.

Given the severity of the impact of a potential breach, managing

data risks preemptively is extremely important and a best practice.

When sensitive data must be maintained, proper training of
employees is also vital. Some companies mistakenly assume
their employees will cooperate on cyber security procedures. For
example, the information technology department might make sure
nobody can get onto computer networks without a password, but
such steps are lacking if employees never bother to change their

default passwords into something that is less easily hacked.

Better system monitoring can also help to identify problems.
Security monitoring is often something done reactively, rather than
proactively and that shouldn’t be the norm. For example, examining
network logs might reveal suspicious outbound traffic, such as
a heavy amount of data being transferred to the same Internet
Protocol address every day between 2 a.m. and 3 a.m. Or someone
might have connected to the corporate network from a country

where your company has no employees.

There are a plethora of security services and tools to help
companies prevent unauthorized access and misuse of their
information, but companies need to think carefully before just
throwing money at a problem. You may have bought cutting-
edge technology but security should be layered, maintained and

managed properly and proactively in order to be effective.

As with any risk, losses and breaches are inevitable. Taking the
proper steps prior to an issue to identify possible shortcomings,
train staff, and formulate a strategic recover process will
significantly lessen the damages if or when a problem arises. For
those of you who will be in attendance in Vancouver for the annual
conference, there are a host of sessions being offered with practical
solutions to issues such as cyber risk and many other exposures
businesses have today. This is the value of RIMS, information

sharing, peer to peer networking and strategic problem solving.
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